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SECURITY ARCHITECT/ENGINEER
I would describe myself as a hardworking and extremely competent Security Architect and engineer. I have worked in a range of high security and availability critical environments.  Currently my role is as a top level technical resource as a Security Consultant for Secrutiny. The role involves me being tightly integrated into a small number of large clients providing program support at all levels for the Security function within those businesses, including Audit, Risk Identification, Program Design and Next Generation security solutions. I have designed a SOC capability for our Managed Service Clients leveraging ‘Next-Gen’ products, and completed Incident Response investigations. 
In my previous roles, I had direct responsibility for the Security and Network design, delivery and performance of a leading Multinational retailer, Overseeing a multi-million investment program for network and security improvement.
Before this I had a longstanding role at a Global Commodity company designing and implementing Secure Trading application environments including live financial applications trading in true 24*7 globally active markets. I have also designed, engineered and delivered the global network infrastructure and security and overseen the installation and migration of global network services within these roles.
I'm a highly-experienced Security architect thoroughly professional in my approach to networking with proven record delivering design, projects and provided high level technical support on a range of core networking technologies. My knowledge extends across the whole Architecture Stack, from low level networking to Virtual and Application support.
	Security Technology Experience
· ADC Security - L7 Switching, Load balancing and Security design, Web Infrastructure (Netscaler, F5)
· WAF Security Product (Cloud on on-Premise)

· Virtual Hypervisor – Micro Segmentation Security
· Data Center Security: Multi-VRF VPN-BGP Service Provider architecture with OTV.

· Database Security Products, DB Firewalls, Obfuscation
· Secure Cloud Connectivity to AWS. AZURE, Office 365
· Shadow IT and CASB Technology
· Private Cloud Security with OPENSTACK 

· Next Generation EPP and EDR Technology
· Network DPI Technology

· Email Security Platforms
· Security IDS/Firewall Devices (ASA 5500), Checkpoint, Juniper SRX, SSG – Palo Alto FW 
· Link aggregation Security devices, Application flow control (Riverbed)

· Knowledge of traditional Anti-Virus and Security
· Network Security: Routers, Catalyst Switches, Nexus Technology (Nexus 7k, 5k, 2k in VPC environments, ASR routers, 7200 routers, 6500 series switches, VSS, smaller routers and switches as appropriate to branch offices) 


	Security Architecture Experience
· Audit of environments to understand security landscape and gap analysis

· Risk Identification and classification

· Working within Standards Frameworks (ISO 27001, PCI, GDPR, NIST, SANS)
· Audit and Compliance – with Exposure to FSA regulation.

· Security Program Design with Vision and interleaving capability for Security Strategy

· Design of Security Solutions to address and mitigate RISK

· Understanding of Production, High Availability, Cloud, Datacenter and DevOps environments

· Lead IR experience, ability to work under pressure and organize teams

· Design of end to end Security Services for Managed Service Clients
· Application Security and good application level understanding




Experience
	Secrutiny Limited, Herriard, Basingstoke 

Security Architect 

	July 2016 – Present



	As a Security Architect Secrutiny I have had responsibility and integration as a trusted advisor into the security program at several large institutions and been involved in a variety of high level program planning and review, from initial audit and understanding through the program lifecycle to delivery. I have also been involved in smaller targeted activity in SME clients for next-generation technology. During this time, we have also developed a managed service SOC capability and integrated Next-Gen technology into a Managed Service for several clients. Through this service, I have been involved in several Incident Response events.
Key projects:
· Audit of Large Estate Environments to measure posture, Risk and Gap Analysis

· Security Program Design with Vision and interleaving capability for Security Strategy

· Design of Security Solutions to address and mitigate RISK

· Identity and Access Management Projects

· PKI Infrastructure Projects

· Privilege Access Management and Privilege Management projects

· Providing SSO and Provisioning Platforms 

· Endpoint technology review and implementation for EPP (Protection) and EDR (Detection and Response)

· Audit technology for AD and File and Unstructured data (GDPR related)

· Database Security, Analysis and Obfuscation projects (GDPR related)

· PCI and Cloud Compliance activity (Moving to Cloud Services)
· Lead IR experience

· Design of end to end Security Services for Managed Service Clients

Kingfisher IT Services (KITS), Chandlers Ford 

Security and Network Architect 

Jan 2015 – July 2016

As the Security and Network Architect for Kingfisher I have overseen the migration to a new Datacenter Cisco Nexus MPLS/VPN-BGP Secure core architecture with VRF’s for all of the supported Operational Companies within the group. Also working on the simplification of this design of this rollout. I have also been working on Security and Integration projects for the group including connectivity to Cloud services.

Key projects:
· Setting the Vision and direction for Security and Network Improvement Program

· Datacentre Migration to new Secure model for Global network.

· Migration to new Secure F5 Viprion from disparate Load Balancing platforms.

· Implementation of Palo Alto Internal App Firewall, to provide layered Security Model.

· Secure Connectivity and networking to Azure, AWS cloud environments.

· OpenStack Secure Networking Implementation.

· New Secure Cisco Wireless and LAN Office design and rollout. 

· Creation of Global Standards for Security and Networking.

· PCI compliance and design of PCI compliant infrastructure.

Trafigura, London, Jan 2009 – Jan 2015

Global Infrastructure Engineer, Architecture and Engineering 
	


Designed, configured and supported the Secure network infrastructure for a Global Trading company, primarily working within the Cisco Security Infrastructure.  I had responsibility for the full switching, routing, and security infrastructure devices as well as load balancing and WAN acceleration technologies for the entire organization. 

Key projects:
· Upgrade of main datacentres to new Secure Cisco Nexus Infrastructure

· Setup of datacentres colocation facility in London for 24*7 Support
· Configuration of Dark Fibre connectivity between sites for full Disaster Recovery and dark site capabilities.
· Global Routing Project to move to BGP and regionalise the global network
· Design, installation of Layer 7 networking/load balancing for Trading Applications 
· Support and Configuration of a large multivendor environment
· Setup of secure regional datacentres in Asia Pac and Calgary.
· Upgrade and implementation of Firewalls in Global Data Centres.
· Design and Installation of Global IDS Infrastructure.
· Senior Engineer responsible for all security, global network issue investigation and resolution
· Secure Expansion of the network to new geographic regions and locations globally.
	Barclays Capital Finance, London
Temp Contract
	10/2008 - 2009


· Implementing Application Security Supporting the Off Shore Financial Assistance Centers and applications running from Harbor Exchange in London
	London Development Agency (LDA), London
Temp Contract
	6/2008 –10/2008


· Supporting secure site expansion and multisite configurations.
	Prudential, London
Temp Contract
	11/2007 – 5/2008


· Installation of new VPN Access technologies and application virtualization.
	Data Integration, London, 
Senior Systems Engineer
	3/2005 – 11/2007


Working as a consultant for the Systems team at Data Integration providing support at all levels of the sales and support structure of the company supporting a range of blue chip clients implementing secure networking systems for financial houses. Lead engineer for Load Balancing and security technologies
Responsible for the sales, installation and support for the Juniper DX range of web acceleration products and the Juniper SA sslvpn gateway. Using a combination of these technologies provided remote access solutions and web acceleration to major UK customers. 
.Key projects:
· Installation of redundant load balancing technologies for betting companies and financial institutions.
· Installation of Point Technologies for Load Balancing, Firewall, IDS SPAM, Antivirus and Compliance at customer sites.
· Trouble shooting of Web Infrastructure and Network problems and pre-sales consultancy for the upgrade of these systems.
· 2nd and 3rd line support to all customers for Juniper, Cisco systems and network issues.
· Installation & Support of Web Acceleration devices in major accounts
· Design of International hosted environment and remote access solutions
	Netscaler, Guildford
Field Integration Deployment Engineer
	11/2004 –3/2005


First UK Customer Engineer providing support and installation services for Netscalers throughout EMEA. Working in the main support organizations both in the UK and in California. Also responsible for various onsite installations across Europe and France.
Key projects
· Implementing Load Balancing high availability high performance systems for major web presence companies.
· Support of all EMEA Customers
· Design and Implementation of Technology for new European Customers
· Consultancy on Current Installations for support and design revisions
	Point to Point, Wokingham
Citrix Support Consultant (Contract) 
	8/2004 – 9/2004


Working as a Support Consultant on a short term contract for this Citrix and Security consultancy firm.  I was tasked with reducing the outstanding calls queue and providing a high level of technical services to the broad customer base. 
Key projects
· Clearing of Outstanding Calls list
	Munro Datacom, Basingstoke 
Pre Sales Consultant, Systems Designer
	8/2003 – 8/2004


Working in a pre-sales consultancy role and working with exciting new to market technologies in the UK. Managing a product range including Layer 7 load balancing, switching and application acceleration devices, WAN aggregation devices for DSL, Frame, ISDN, Application Firewalls, IDS and Firewall Security and Testing, L4-7 Traffic Generators,  Delta Backup technologies and Application flow control and TOS and QOS systems.
Key projects
•
Technical Pre-Sales support for all customer meetings.
•
Design and Implementation of above technologies into customer sites.
•
Supporting customers throughout the sales cycle.
•
Identification of customer issues and identification of technologies to help.
•
Design and implementation LAN/WAN Infrastructure at the Head Office site.
•
Upgrade to Windows 2003 infrastructure at Head Office site.
•
Installation of Central Head Office Sales System
	The Wellcome Trust, London
Field Integration Deployment Engineer
	5/2000 –8/2003


Covering all aspects of support and monitoring of a large LAN and medium sized WAN including remote offices and regional offices.  Encompassing Cisco routers and Cisco switches within a layer 3 routed Ethernet environment (LAN), and ISDN, Frame Relay and leased line/Kilobyte-streams (WAN).  Troubleshooting all aspects of connectivity and server maintenance in a WAN/LAN environment. Supporting W2k servers and services using Active Directory.
Key Projects
· Design and implementation of a new Cisco Layer 3 LAN Infrastructure at the Head Office site.
· Upgrade to Windows 2000 infrastructure.
· Implementation of Citrix Metaframe XP for home users and LAN applications.
· Successful implementation of Switched 100Mps to the Desktop
· Migration from other technologies to Cisco Routers for other Offices
· Implementation of DHCP and WINS in all offices.
· Design and Implementation of RAS Solution for Home/Off-Site working.
· Implementation of Secure Internet access
· IIS, Active Directory, Proxy  Server, Landesk, CiscoWorks
· SAN Storage technologies
	Courts Furnishers PLC, Morden
Network Administrator 
	8/1998 – 5/2000


Supporting all aspects of the NT Network including administration, backup, expansion, server and infrastructure support throughout the UK. Supporting 3 major LANs and interconnectivity, as well as ISDN solutions to local LANs in the Branches. 
Key projects
· Re-Structuring of Single NT Domain into Multiple Domains structure for security and management purposes.
· Implementation of Ethernet Technologies to replace Token Ring infrastructure. 
· Design of the new branch network LAN, and the NT Domains for branches.  
· Installation of Pilot branches with the new ISDN connectivity and Switched Ethernet LAN.
	Tertio Ltd, Islington 
Systems Administrator 
	3/1997 – 8/1998


As a member of a small Support Team working for this Network Management and Telecommunication Company looked after all aspects of internal support for over 100 consultants. Gained experience in all aspects of Local area networking especially in NT and NetWare O/S. Also gained some experience with digital Telephone networks and switches.
Key Projects
· Upgrade from NetWare 4 to NetWare 5
· Implementation of NT Server Domain
· Design of Automated NT Workstation Install
· Rollout of NT Workstation to 100 Users
· Installation of new Sales Branch Offices in Manchester/Bath.
	Courts Furnishers PLC, Morden
PC Support Person 
	5/1996 – 3/1997


Providing first line support for branch offices.  Installation, configuration and maintenance of Head office facilities. Supporting branch PC’s, laptops and other peripherals including printers, scanners and modems.        
Key Projects
· . Upgrade of PC’s to Pentium
· Installation of new ‘Electrical’ Department Systems across UK Stores
Education & Training
	Tomlinscote Secondary School, Tomlinscote
9 GCSE’s grade A – C including Maths, English and Science
Tomlinscote Sixth Form Centre, Tomlinscote
A Level Communications Studies.
CCNP (Cisco Certified Network Professional since 2000)


Completed 2002 renewed 2009
CCIE Written (Cisco Certified Internetwork Expert R&S)

Completed 2010
ITIL Foundation 






Completed 2009
MCSE (Microsoft Certified Systems Engineer 2003)



Completed 2000, renewed 2007
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